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HIGH COURT TO HEAR  

WARRANTLESS GPS  

TRACKING CASE 
 

By Jeffrey Brown1  (article updated by Hedda Lit-

win, NAAG Cyberspacce Law Counsel to reflect re-

cent developments)   

 

 Last August, the D.C. Circuit became the first 

federal appellate court in the country to find that 

law enforcement must obtain a search warrant prior 

to the use of global positioning system (GPS) track-

ing on a suspect. United States v. Jones, 615 F.3d 

544 (D.C. Cir. 2010). The U. S. Supreme Court grant-

ed certiorari, and oral argument is scheduled for No-

vember 8, 2011.  

In the Jones case, defendant Antoine Jones’ 
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conviction for the distribution and possession of co-

caine was reversed. Law enforcement had used a 

GPS device to track Jones’ movements 24 hours a 

day for a month without a warrant, and Jones argued 

for suppression of the evidence obtained from the 

tracking. The D.C. Circuit held the GPS usage to be 

an unreasonable search under the Fourth Amend-

ment. 

 In reaching its conclusion, the court found 

Knotts to be inapplicable. In Knotts, the Supreme 

Court found that “[a] person traveling in an automo-

bile on public thoroughfares has no reasonable ex-

pectation of privacy in his movements from one 

place to another.” United States v. Knotts, 460 U.S. 

276 (1983). The D.C. Circuit distinguished Knotts on 

the grounds that the Supreme Court specifically not-

ed that the case may not apply if the surveillance is 

of the type to involve “twenty-four hour surveil-

lance.” Other circuits have found Knotts to be con-

trolling with respect to GPS devices, but unlike those 

cases, defendant Jones specifically argued that 

Knotts is not controlling due to the prolonged sur-

veillance. 

 The appellate court also held that Jones’ ac-

tions were not exposed to the public, finding that 

“because the likelihood a stranger would observe all 

[of Jones’ actions over a month] is not just remote, it 

is essentially nil. It is one thing for a passerby to ob-

serve or even to follow someone during a single jour-

ney…. It is another thing entirely for that stranger to 

[be] dogging his prey until he has identified all the 

places, people, amusements, and chores that make 

up that person’s hitherto private routine.” 

 The U.S. Department of Justice argues that 

the D.C. Circuit’s holding is incorrect based on 

Knotts and the Court’s subsequent decision in Unit-

ed States v. Karo. 468 U.S. 705 (1984). In Karo, 

agents were allowed to use a tracking device with-

out a warrant for five months as opposed to only a 

few days in Knotts  and a month with Jones.  

 Certainly many will be anxiously awaiting the 

Supreme Court’s review. In its cert petition, the Jus-

tice Department noted that removing law enforce-

ment’s ability to use warrantless tracking “will seri-

ously impede the government’s ability to investigate 

leads and tips on drug trafficking, terrorism, and 

other crimes.” It also argues, correctly, that the D.C. 

Circuit provided no guidance as to what amount of 

time is a de minimis intrusion and therefore re-

quires no warrant. Having no bright line rule on this 

boundary is certain to create great confusion in the 

courts, but perhaps a reasonableness standard is 

appropriate. 

 Three other circuits have addressed the is-

sue. The Seventh Circuit was the first to hold that 

use of GPS tracking technology was not a search 

under the Fourth Amendment in United States v. 

Garcia. 474 F.3d 994 (7th Cir. 2007). While Judge 

Richard Posner suggested that forcing every Ameri-

can to install a GPS device which tells law enforce-

ment their location could be unconstitutional, the 

opinion noted that police are not forbidden from be-

ing more efficient because of modern technology. In 

Pineda-Moreno, the Ninth Circuit also upheld the 

use of warrantless GPS use. United States v. Pineda-

Moreno, 591 F.3d 1212 (9th Cir. 2010). Quoting 

Knotts, the court held, “We have never equated po-

lice efficiency with unconstitutionality and decline to 

do so now.” Finally, the Eighth Circuit also found 

GPS tracking to be a non-Fourth Amendment event 

in United States v. Marquez. 605 F.3d 604 (2010). 

 Law enforcement has used GPS and tracking 

technology for many years. With vehicle tracking, a 

device is physically placed on the vehicle itself dur-

ing the tracking period. Police may either use pas-

sive or active tracking devices. A passive system 

stores location data internally until it is retrieved at 

a later time. Active devices, however, transmit the 

data wirelessly in real-time, often using cell phone 

networks. The devices may also be able to store in-

formation such as speed, ignition on/off, and the 

opening and shutting of doors. Most operate with a 

battery and are able to retain their charge for six 

months or longer. 

 At the state level, courts and legislatures 

have not been as friendly to GPS tracking. Many 
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states have passed legislation that requires law en-

forcement to obtain a search warrant prior to using 

a GPS device. The Massachusetts Supreme Judicial 

Court became the first state high court to require a 

warrant for GPS tracking. In Commonwealth v. Con-

nolly, the court ruled that the device amounted to a 

seizure under state law, though that device required 

an hour to install and was powered by the vehicle 

itself, rather than a battery. 913 N.E.2d 356 (Mass. 

2009). The Massachusetts court did not address the 

Fourth Amendment or whether the act amounted to 

a search under state law. In People v. Weaver, the 

New York high court struck down the use of warrant-

less use of tracking devices, finding it to be a 

“massive invasion of privacy” and noting that some 

trips are of a private nature. People v. Weaver, 909 

N.E.2d 1195 (N.Y. 2009). Wisconsin, however, held 

that there was no search or seizure in State v. 

Sveum. 787 N.W.2d 317 (Wis. 2010).  

  

1Jeffrey Brown was a summer intern at NAAG’s Cy-

bercrime Project.  He is a third year law student at 

the University of Mississippi School of Law.      

 

 

ATTORNEYS GENERAL 

FIGHTING CYBER CRIME 
 

ARKANSAS 

 Attorney General Dustin McDaniel’s Cyber 

Crimes Unit agents arrested Kile Licause on charges 

of possession of child pornography.  Licause was 

taken into custody following execution of a search 

warrant at his residence and after admitting to in-

vestigators that he possessed images of child por-

nography on his laptop.  That laptop and other 

seized electronic evidence will be examined at the 

Unit’s Forensic Lab.  The Benton County Sheriff’s 

Office and the Rogers and Little Flock Police Depart-

ments assisted in the arrest and execution of the 

search warrant.   

CONNECTICUT 

 Attorney General George Jepson created a 

Privacy Task Force to help educate the public about 

data protection requirements and to focus his Of-

fice’s response to Internet privacy concerns and da-

ta breaches that affect consumers.  The Task Force 

will be responsible for all investigations of consumer 

privacy breaches and will also help to educate the 

public and business community about their respon-

sibilities, including protecting personally sensitive 

data and promptly notifying affected individuals of a 

breach.  Task Force members are Assistant Attorney 

General Lorrie Adeyemi of the Finance Unit, Assis-

tant Attorney General Stephen Courtney of the 

Health Care Fraud and Whistleblower Unit and Exec-

utive Policy Advisor and Counsel Michael Martone.  

Assistant Attorney General Matthew Fitzsimmons will 

lead the Task Force.     

 

DELAWARE 

 Attorney General Beau Biden’s Child Preda-

tor Task Force detectives arrested Cody Laisure on 

10 counts of dealing child pornography.  While the 

detectives were working on an address identified 

through a tip from the Pennsylvania Internet Crimes 

Against Children (ICAC) Task Force, State Police re-

sponded to a domestic disturbance at the same ad-

dress.  The disturbance stemmed from the alleged 

discovery of child pornography on a computer 

shared by Laisure.   

 

IDAHO 

 Attorney General Lawrence Wasden present-

ed the ProtecTeens Internet safety program video 

and discussed safe Internet practices during Jeffer-

son County Internet Safety Night. Attorney General 

Wasden presented at Midway Middle School and 

Rigby Junior High and High Schools.   
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INDIANA 

 Attorney General Greg Zoeller addressed law 

enforcement, prosecutors and victim advocates on 

proactively combating human trafficking during the 

2012 Super Bowl in Indianapolis.  Attorney General 

Zoeller’s address was given during the “Human traf-

ficking: An overview of the human trafficking threat 

in Indiana” training program, offered by Attorney 

General Zoeller’s Office and the Indiana Coalition 

Against Sexual Assault (INCASA).    

 

KANSAS 

 Attorney General Derek Schmidt announced 

that his Office, together with the Shawnee County 

District Attorney’s Office, will host state prosecutors 

for a series of work groups designed to increase ex-

pertise in specific criminal justice areas, including 

child predator prosecution.  Prosecutors from Attor-

ney General Schmidt’s criminal litigation division, as 

well as senior prosecutors from county and district 

attorney offices, will share their insights and lessons 

learned.  The training will be November 1-3 at the 

Kansas National Guard Museum. 

 

KENTUCKY 

 Attorney General Jack Conway announced 

the successful implementation of an electronic war-

rant system (eWarrants) in the 41st Judicial Circuit, 

bringing to 107 the number of counties utilizing eW-

arrants.  Of those, 94 counties received eWarrants 

under Attorney General Conway’s American Recovery 

and Reinvestment Act (ARRA) grant.  With the launch 

of eWarrants in the 41st Judicial Circuit, 1,878 war-

rants were added to the system and are ready to be 

served.    

 

LOUISIANA 

 Attorney General Buddy Caldwell’s High Tech-

nology Crime Unit arrested Scott Martel and charged 

him with pornography involving juveniles and com-

puter-aided solicitation of a minor.  The Baton Rouge 

Constable’s Office, Fergus County, Montana Sheriff’s 

Department and Eunice Police Department jointly 

investigated the case with the Unit.  If convicted, 

Martel faces up to 10 years in prison and would be 

required to register as a sex offender.     

 

MARYLAND 

 Attorney General Douglas Gansler received 

the LifeLock Ultimate Award for his work in protect-

ing citizens from identity theft and the financial 

damage it generates.  The award was presented at 

the 10th Annual C3 (Cyberethics, Cybersafety and 

Cybersecurity) Conference held at the University of 

Maryland and hosted by Educational Technology Pol-

icy, Research and Outreach and the CyberWatch 

Center.     

 

MASSACHUSETTS 

 Attorney General Martha Coakley announced 

that all Division of Open Government’s Open Meet-

ing Law (OML) determinations will now be available 

through an interactive online database.  The data-

base contains all OML determinations issued since 

July 1, 2010, when Attorney General Coakley’s Of-

fice assumed responsibility for enforcement of the 

OML with respect to local, regional, district, county 

and state public bodies.  Determinations are orga-

nized by year and decision date.  Users can also 

search for a specific public body that was the sub-

ject of an Open Meeting Law complaint, as well as 

by action ordered and key word.    .  

 

MISSISSIPPI 

 Attorney General Jim Hood partnered with 

the Mississippi Department of Education to host a 

Facebook Roadshow at the Clinton High School be-

fore a live audience of parents and students.  The 

event, held in conjunction with cyber security and 

identity theft awareness month, was also broadcast-

ed via Attorney General Hood’s Facebook page.  Fa-

cebook staff showed how to be safe online, offering 

both specific tips on how Facebook works and gen-

eral guidance related to social networking sites.  
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Facebook representatives also answered questions 

about the site.   

 

MISSOURI 

 Attorney General Chris Koster’s Office devel-

oped an Identity Theft Prevention and Repair web 

page where state citizens can learn more about how 

to protect themselves and how to repair the damage 

caused by identify theft.  The new web page can be 

accessed from Attorney General Koster’s website.   

 

NEW JERSEY 

 Attorney General Paula Dow announced the 

distribution of a new agreement to be executed by 

state school districts and law enforcement agencies 

in order to establish enhanced policies and proce-

dures to protect students from bullying.  The revised 

Uniform State Memorandum of Agreement Between 

Education and Law Enforcement Officials was draft-

ed to meet the provisions of the Anti-Bullying Bill of 

Rights signed into New Jersey law in January.  The 

Act sets forth standards for preventing, reporting, 

investigating and responding to incidents involving 

bullying of students.  The revised agreement was 

developed by Attorney General Dow’s Education and 

Law Enforcement Working Group.         

 

OHIO 

 Attorney General Mike DeWine filed a lawsuit 

against online seller Egyptian Cotton Warehouse, 

alleging multiple violations of the state consumer 

law.  Attorney General DeWine’s Office and/or the 

Better Business Bureau received 46 complaints 

from consumers who said that the company, which 

sells home linens and bedding products, either 

failed to deliver the products consumers paid for or 

delivered lower quality goods.  A copy of the com-

plaint is available on Attorney General DeWine’s 

website.    

 

 

 

OREGON 

 Attorney General John Kroger announced 

that Robert Kilby was convicted on child pornogra-

phy charges.  Specifically, Kilby was convicted on 

eight counts of Encouraging Child Sexual Abuse in 

the First Degree and 15 counts of Encouraging Child 

Sexual Abuse in the Second Degree.  Kilby was pre-

viously convicted on similar charges.  Senior Assis-

tant Attorney General Stephanie Tuttle prosecuted 

the case.     

 

PENNSYLVANIA 

 Attorney General Linda Kelly’s Bureau of 

Consumer Protection reached a civil settlement 

agreement with SAS Group, Inc., a New York-based 

business that sells a wide range of products through 

infomercials and the Internet. The settlement re-

solves allegations that SAS promoted the products 

as free when in fact shipping and handling charges 

exceeded the value of the products.  Orders were 

placed over an automated phone system, which took 

credit card information before providing the total 

price, after which customers were told they had to 

pay shipping and handling and could not cancel 

their order.  SAS shipped items in two boxes, when 

one box was sufficient, charging customers double 

shipping fees.  SAS has agreed to pay restitution to 

consumers who filed complaints with the Bureau, as 

well as pay civil penalties and fines.  SAS also 

agreed to fully comply with the state Consumer Pro-

tection Law.  The agreement was filed by Deputy At-

torney General Julia Nastasi and Senior Deputy At-

torney General Henry Hart of the Bureau.          

 

SOUTH CAROLINA 

 Attorney General Alan Wilson announced that 

the City of Anderson Police Department, a member 

of Attorney General Wilson’s Internet Crimes Against 

Children (ICAC) Task Force, arrested Kenneth Bar-

nett on one count of Sexual Exploitation of a Minor, 

a felony offense punishable by two to 10 years im-

prisonment.  The arrest warrant alleges Barnett 
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used a computer at a county library to search for, 

download and view child pornography.  Attorney 

General Wilson’s Office will prosecute the case.      

 

TEXAS 

 Attorney General Greg Abbott’s Cyber Crimes 

Unit arrested Jonathan Bailey, who is accused of ini-

tiating sexually explicit online chat with an underage 

teen.  Bailey initiated and conducted sexually graph-

ic online chats with someone he thought was a 14-

year-old boy but was actually an undercover police 

officer with the Unit.  Bailey propositioned the officer 

and arranged to meet him at a local park, where he 

was arrested.  Unit investigators also conducted a 

search at Bailey’s residence and seized his comput-

er and media storage devices for analysis.  Bailey 

faces a third-degree felony count of online solicita-

tion of a minor which carries a two to 10 year prison 

term and up to a $10,000 fine.    

 

VIRGINIA 

 Attorney General Ken Cuccinelli announced 

that Joseph Ludwig was sentenced to 44 years in 

prison on 22 counts of possession of child pornogra-

phy.  Ludwig will serve 22 of those years in prison 

with the remainder suspended, and upon discharge 

from prison he will be under supervised release for 

20 years.  Evidence at sentencing showed that Lud-

wig had offered to distribute pornographic images to 

a State Police undercover special agent and that 

Ludwig had uploaded child pornography images to 

teen social networking sites.  The case was investi-

gated by Detective Kevin Hines of the Richmond Po-

lice Department and Detective Keith Chesterfield of 

the Chesterfield Police Department for the Southern 

Virginia ICAC Task Force and by Special Agent Mike 

Jedrey of the State Police for the Northern Virginia 

ICAC.  Assistant Attorney General Chip Muir prose-

cuted the case.       

 

 

 

WISCONSIN 

 Attorney General J.B. Van Hollen’s Division of 

Criminal Investigation (DCI) Special Agents joined 

the Janesville Police Department, a member of Wis-

consin’s ICAC Task Force, to execute a search war-

rant at Scott Selvog’s home.  Computers, computer 

media and miscellaneous documents were seized. 

DCI agents obtained the search warrant after receiv-

ing electronic evidence of child pornography being 

downloaded at Selvog’s address.  Selvog was arrest-

ed and charged with five counts of possession of 

child pornography, a felony.       

        

 

IN THE COURTS 
 

POSSESSION OF CHILD PORNOGRA-

PHY:  RESTITUTION TO VICTIMS 

U.S. v. Kennedy, 643 F. 3d 1251 (9th Cir. July 

11, 2011).  The Ninth Circuit Court of Appeals found 

that the government had failed to show a nexus be-

tween defendant’s actions and the victims’ losses, 

which was required for an order of restitution to the 

victims.  Joshua Kennedy was convicted of pos-

sessing and transporting child pornography in the 

U.S. District Court for the Western District of Wash-

ington.  He was sentenced to five years followed by 

a 15-year period of supervised release, and ordered 

to pay $65,000 in restitution to two victims under 

18 U.S.C.S. § 2259.  He appealed, arguing that the 

court abused its discretion in imposing the supervis-

ing release and in ordering restitution.  His super-

vised release argument failed, but the court found 

that the government did not prove a causal connec-

tion between Kennedy’s offense and the victims’ 

specific losses.  Therefore, the government did not 

meet the requirements for a restitution award under 

the statute.  Additionally, the government also failed 

to offer a method for calculating the amount of the 

victims’ losses, another statute requirement.  De-

fendant’s conviction and sentence were affirmed, 
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but the restitution order was vacated.  

 

POSSESSION OF CHILD PORNOGRA-

PHY:  CONSENT TO SEARCH 

U.S. v. Stanley, 2011 U.S. App. LEXIS 15829 (9th 

Cir. August 2, 2011).  The Ninth Circuit Court of Ap-

peals found the consent to search defendant’s com-

puter by his fiancée was valid.  Kevin Stanley condi-

tionally pled guilty to one count of possession of 

child pornography, following the U.S. District Court 

for the Central District of California’s denial of his 

motion to suppress the pornographic material found 

during a search of his computer, executed pursuant 

to the alleged consent of his fiancée.  On appeal, 

Stanley argued that since his pornographic material 

was password-protected before he went to prison for 

child molestation, and that prior to going to prison, 

his files were segregated from those of his fiancée, 

his fiancée could not have authority two years later 

to consent to the search.  However, when he went to 

prison and the computer came under his fiancée’s 

sole possession and custody, his material was no 

longer password-protected.  At the time his fiancée 

consented to the search, she had total control of the 

unprotected computer for two years.  Therefore, 

Stanley could not have had a legitimate expectation 

of privacy in the computer.  Additionally, the doc-

trine of apparent authority rendered the search rea-

sonable.  The conviction was affirmed. 

 

FIRST & FOURTH AMENDMENTS:  

FILMING POLICE WITH CELL PHONE 

Glik v. Cunniffe, 2011 U.S. App. LEXIS 17841 

(1st Cir. August 26, 2011).  The First Circuit Court of 

Appeals found that the complaint established a vio-

lation of the plaintiff’s Fourth Amendment rights.  

Simon Glik sued the City of Boston and the police 

officers who arrested him, claiming that his arrest 

for filming the officers with his cell phone constitut-

ed a violation of his First and Fourth Amendment 

rights.  The police officers claimed qualified immuni-

ty and moved to dismiss, which was denied by the 

U.S. District Court for the District of Massachusetts, 

and so they filed an interlocutory appeal.  The First 

Circuit found that Glik was exercising his First 

Amendment rights in filming the officers performing 

their duties in a public place, and that his Fourth 

Amendment rights were violated when he was ar-

rested without probable cause. Glik’s recording was 

not “secret” within the meaning of the State’s wire-

tap statute.  The order denying the officers’ claim of 

qualified immunity was affirmed.   

 

AUTHENTICATION:  MESSAGES FROM 

FACEBOOK ACCOUNT 

State of Connecticut v. Eleck, 23 A. 3d 818 

(Conn. App. August 9, 2011).  The Connecticut Ap-

pellate Court found that defendant did not ade-

quately authenticate the authorship of Facebook 

messages.  Robert Eleck was found guilty of assault 

in the first degree.  He appealed, arguing that the 

lower court had erred by excluding a printout docu-

menting messages allegedly sent to him by the vic-

tim from her Facebook account.  The appellate court 

disagreed, finding that Eleck did not properly au-

thenticate the authorship of the messages by show-

ing the victim held the account, so it was possible 

someone other than the named sender could have 

generated the messages.  Evidence that the victim 

added Eleck to her Facebook “friends” before send-

ing the messages and removed him after testifying 

against him was insufficient because she denied 

authoring the messages.  Defendant’s conviction 

was affirmed.      

 

 And see… 

 

AUTHENTICATION:  TEXT MESSAGES 

Commonwealth of Pennsylvania v. Koch, 2011 

Pa. Super. LEXIS 2716 (September 16, 2011).  The 

Superior Court of Pennsylvania found that text mes-

sages were not properly authenticated because no 

testimony was presented as to their authorship.  A 
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confidential informant told police that Amy Koch’s 

brother, who lived with her, was involved in selling 

drugs.  Koch was arrested after contraband drugs 

were found at the home.  She was convicted for pos-

session with intent to deliver and possession of a 

controlled substance, based primarily on text mes-

sages and transcripts of text messages.  She ap-

pealed, and the Superior Court found that the trial 

court erred in admitting the text message evidence 

because they were not properly authenticated.  The 

court noted that Commonwealth witnesses had con-

ceded that another person had also used Koch’s cell 

phone.   The court also found that the author of the 

text messages could not be ascertained because no 

testimony was presented from persons who sent or 

received the messages.  The court also held that the 

text messages constituted inadmissible hearsay.  

The conviction and sentence were reversed, and the 

case was remanded for a new trial.   

 

FOURTH AMENDMENT: WARRANTLESS 

SEARCH OF VEHICLE  

The People v. Nottoli, 2011 Cal. App. LEXIS 1225 

(September 26, 2011).  A California Court of Appeal 

found that after defendant was arrested, it was rea-

sonable to believe that evidence relevant to his of-

fense might be found in his vehicle.  A lower court 

granted motions by Barry Nottoli to suppress evi-

dence from a cell phone found in a warrantless 

search of his vehicle, following a traffic stop and im-

poundment of the vehicle, and dismissed the com-

plaints against him.  The State’s motion to reinstate 

was denied, and the State appealed.  The Court of 

Appeal held that after Nottoli was arrested for being 

under the influence, it was reasonable to believe 

that relevant evidence might be found in the vehicle, 

and officers had authority under the Fourth Amend-

ment to search the passenger compartment of the 

vehicle, as well as any container within, including a 

cell phone.  It was not required to articulate specific 

facts indicating that the cell phone contained rele-

vant evidence.  The court also held that the search 

was not justified as incident to arrest for driving with 

an expired license and that the search of the cell 

phone was not a valid part of an inventory search of 

the car.  The order denying the motion to reinstate 

was reversed and the case returned to the lower 

court with instructions to resume proceedings.          

        

HEARSAY: ADMISSION OF ISP  

RECORDS 

U.S. v. Blechman, 2011 U.S. App. LEXIS 18919 

(10th Cir. September 14, 2011).  The 10th Circuit 

Court of Appeals found the lower court’s admission 

of an Internet service provider’s (ISP’s) record harm-

less error.  Robert Blechman was convicted of mail 

fraud and conspiracy to commit mail fraud in the 

U.S. District Court for the District of Kansas.  Blech-

man appealed, challenging the district court’s ad-

mission of an ISP’s record connecting him to an 

email address that included his name and three 

PACER records revealing that he accessed fraudu-

lent bankruptcy cases in Tennessee that were simi-

lar to the Kansas bankruptcies at issue.  Blechman 

argued that the records contained double hearsay, 

and that the district court erroneously admitted 

them under the business records exception to the 

hearsay rule.  The 10th Circuit agreed that the dis-

trict court erred in admitting the records under the 

exception, but found it harmless error in light of all 

the properly admitted evidence and the minimum 

probative value of the contested evidence.  Blech-

man’s convictions were affirmed. 

 

ECPA:  APPLICABILITY TO FOREIGN CIT-

IZENS 

Suzlon Energy Ltd. V. Microsoft Corp., 2011 

U.S. App. LEXIS 20018 (9th Cir. October 3, 2011).  

The 9th Circuit Court of Appeals found that the scope 

of the Electronic Communications Privacy Act (ECPA) 

was not limited to only persons entitled to Fourth 

Amendment protection.  Suzlon Energy sought 

emails from the account of Rajagopalan Sridhar, an 
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Indian citizen imprisoned abroad, for use in a civil 

fraud proceeding against him.  The emails were 

stored on a domestic server.   Microsoft, the provid-

er, objected to production under the ECPA, and the 

U.S. District Court for the Western District of Wash-

ington sustained the objection.  Suzlon Energy ap-

pealed.  The Ninth Circuit held that the ECPA prohib-

ited Microsoft from disclosing the emails because 

the ECPA’s protection extended to “users,” defined 

as “any person,” who made authorized use of an 

electronic communication service, and thus “any 

person” included foreign citizens.  The court found 

that the scope of the ECPA was not limited to only 

those entitled to Fourth Amendment protection, nor 

was there an exception for documents used in civil 

litigation.  The district court’s judgment was af-

firmed.     

 

CHILD MOLESTATION:  PROBABLE 

CAUSE FOR SEARCH      

Dougherty v. City of Covina, 2011 U.S. App. 

LEXIS 16879 (9th Cir. August 16, 2011).  The Ninth 

Circuit Court of Appeals found that the search war-

rant issued to search the plaintiff’s home computer 

and electronic equipment lacked probable cause, 

but affirmed the lower court’s dismissal.  In re-

sponse to student allegations of child molestation 

by teacher Bruce Dougherty, City of Covina police 

officers obtained a warrant to search computers and 

electronic media at his home.  The warrant was is-

sued based on an affidavit by a police officer that 

based upon his training and experience, persons 

involved in child molestation also possessed child 

pornography.  No charges were filed after the search 

was executed.  Dougherty sued the City, the police 

officers and the chief of police, alleging violation of 

his Fourth Amendment right to be free from unrea-

sonable search and seizure, as well as inadequate 

training and supervision.  The U.S. District Court for 

the Central District of California dismissed the com-

plaint with prejudice, and Dougherty appealed.  The 

Ninth Circuit found that the search warrant lacked 

probable cause because no evidence of possession 

or attempt to possess child pornography was sub-

mitted; no evidence was submitted regarding com-

puter or electronics use by Dougherty; and the only 

evidence linking Dougherty’s attempted child moles-

tation to possession of child pornography was the 

experience of the police officer.  However, because 

the circuit had not previously addressed the ques-

tion, and there was a circuit split as to whether evi-

dence of child molestation alone created probable 

cause for a search warrant for child pornography, 

the officers were entitled to qualified immunity.  The 

supervisory liability claims were also found to lack 

any factual allegations.         

 

         

CYBER NEWS BRIEFS 
 

A LITTLE WEB SURFING = HIGHER 

PRODUCTIVITY 

 Workers who engage in a little Inter-

net surfing during a break are more productive than 

workers who responded to email or worked straight 

through, according to a study by researchers at the 

National University of Singapore.  The study had two 

components: a survey of 191 adults and an experi-

ment involving undergraduate management stu-

dents.  The students had to highlight the letter “e” 

every time they found one in a text for a period of 20 

minutes.  Then one-third of the students were al-

lowed to browse the Internet; one-third could do 

whatever they wanted; and one-third had to work on 

another task.  The Internet surfing students did best 

when they returned to their task of highlighting let-

ters, while students who responded to email did the 

poorest because it is more demanding, said the re-

searchers.  The survey had similar findings.  The 

study is called “Impact of Cyberloafing on Psycholog-

ical Engagement” and was presented at the annual 

meeting of the Academy of Management.     
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SURVEY: ATTACKS ON SOCIAL NET-

WORKS ON THE RISE 

 Eighteen percent of users were hit by 

Koobface and other social networking malware this 

year, compared with 13 percent last year and eight 

percent in 2009.  The percentages are based on a 

survey of almost 4,000 social network users in the 

U.S., United Kingdom and Australia by security com-

pany Webroot.  One reason for the increase is that 

threats targeting social networks are continuously 

being regenerated in new versions to avoid detec-

tion.  However, the survey found that the number of 

social network users who have never bothered to 

view or change their privacy settings declined to 

eight percent this year from 37 percent in 2009.  

Further, the study showed that users were focusing 

on specific settings, including blocking their profiles 

from public searches, restricting who can find them 

via an online search and limiting what people can 

learn about them through a search.  Despite the 

growing threats, the survey found that 54 percent of 

respondents admitted to some level of addiction to 

their social network and would find it difficult to give 

up social media.  Specifically, 46 percent of re-

spondents said they visit their social network site 

several times a day or constantly, and 42 percent of 

those people access the site from their mobile de-

vices.  Only 18 percent said they visit a social net-

working site only once a day. 

 

REPORT: COST OF CYBERCRIME  

UP BY 56%   

 The cost incurred due to cybercrime 

increased 56 percent over last year, with recovery 

and detection the most costly internal activities, ac-

cording to an annual report by Hewlett Packard. The 

study also found that the average time to resolve a 

cyber attack is 18 days, with an average cost of 

about $416,000, which is a 70 percent increase 

over last year.  In the case of a malicious insider at-

tack, the time to contain it rises to 45 days.  Howev-

er, the study noted that organizations deploying se-

curity information and event management solutions 

saw a cost savings of about 25 percent, mostly from 

slowing down the extent of destruction.  A summary 

of the findings may be accessed at http://

w w w . h p . c o m / h p i n f o / n e w s r o o m /

press/2011/110802xa.html. 

 

 

NLRB:  SOME ONLINE WORKPLACE 

GRIPES ARE PROTECTED 

 Some workers who complain about 

the workplace on sites such as Facebook and Twit-

ter may be protected from firing or discipline be-

cause they are engaging in “protected concerted 

activity,” according to a report by the National Labor 

Relations Board (NLRB).  The report, by acting gen-

eral counsel Lafe Solomon, discusses the outcome 

of investigations into 14 cases involving social me-

dia by the agency’s Division of Advice.  In four of 

those cases, the NLRB found the workers were pro-

tected under Section 7 of the National Labor Rela-

tions Act because they were discussing terms and 

conditions of employment with fellow employees.  

Section 7 covers most private sector employees and 

applies even if the workplace is not unionized.  How-

ever, Solomon cautions that the NLRB’s position on 

social media has not been tested in the courts, and 

the legal issues are still developing.  The report may 

be accessed at http://mynlrb.nlrb.gov/link/

document.aspx/09031d458056e743. 

 

NEW RULES FOR ALCOHOL ADS ON 

SOCIAL NETWORKS  

 Effective September 30, alcohol com-

panies in the in the U.S. and Europe are subject to 

new self-regulatory guidelines for advertising and 

marketing on social networking sites and other digi-

tal media.  The new rules, designed to prevent mar-

keting alcohol products to kids, require restricting 

access to spirits makers’ official brand pages on 

http://www.hp.com/hpinfo/newsroom/press/2011/110802xa.html
http://www.hp.com/hpinfo/newsroom/press/2011/110802xa.html
http://www.hp.com/hpinfo/newsroom/press/2011/110802xa.html
http://mynlrb.nlrb.gov/link/document.aspx/09031d458056e743
http://mynlrb.nlrb.gov/link/document.aspx/09031d458056e743
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social networking sites to adults who are of legal 

drinking age.  Marketers are also required to moni-

tor those sites for inappropriate content and to pro-

mote responsible drinking.  Other rules require pri-

vacy policies that ensure protections for data collec-

tion and use of personal information, clearly identi-

fying brand marketing and product promotions in 

media-like blogs and instructions encouraging peo-

ple only to forward promotions to adults who are 

above 21 years old.  A copy of the guidelines may be 

accessed a t  h t tp ://www.d iscus .o rg/pdf/

discus_digital_communications_guidelines.pdf. 

 

NEW RULES FOR ELECTRONIC DEVIC-

ES IN N.J. COURTS PROPOSED  

 The New Jersey Supreme Court’s 

Bench-Bar-Media Committee approved new rules 

that would provide a consistent framework for allow-

ing electronic devices in the state’s courts.  Accord-

ing to the proposed guidelines: 1) electronic devices 

would be allowed for any purpose on courthouse 

grounds, pending approval from the county sheriff or 

other security official; 2) anyone would be allowed 

possession of electronic devices in common areas 

of the courthouse for purposes other than to photo-

graph, record or broadcast; 3) anyone seeking to 

operate an electronic device in the courtroom must 

sign and submit an “Agreement for the Use of Elec-

tronic Devices,” valid for one year and including an 

acknowledgment that violation of the guidelines 

could lead to sanctions, including contempt of court; 

4) execution of the agreement would allow electron-

ic device users “to silently take notes and/or tran-

scribe and receive data communications in the form 

of text only, without obtaining prior authorization…” 

and subject to restriction for administration of jus-

tice, safety and security or proceeding integrity rea-

sons; 5) anyone seeking to photograph, record or 

broadcast a court proceeding would have to execute 

another form, and the court would not need to con-

dition granting permission on the consent of the par-

ties and must make a decision within 24 hours; and 

6) the requestor could also photograph, record or 

broadcast in the common areas of the courthouse, 

provided that the subjects are involved in the pro-

ceeding and consent.   

 

GROUP URGES LIMITS ON LAW EN-

FORCEMENT USE OF GPS 

 The Constitution Project, a bipartisan think 

tank that includes former administration officials, 

issued a report calling for limits on law enforcement 

use of GPS and other technologies to track the 

movements of suspects.  The report maintains that 

police should be required to obtain a search warrant 

for any GPS surveillance that lasts more than 24 

hours, and a warrant should always be needed to 

install a tracking device on a vehicle.  The report 

was issued by the Project’s  liberty and security com-

mittee in advance of the U.S. Supreme Court’s con-

sideration of the issue in U.S. v. Antoine Jones, No. 

10-1259, in November.  Members of the Project in-

clude Patricia Wald, former chief judge at the U.S. 

Court of Appeals for the District of Columbia; William 

Sessions , former FBI director; and Asa Hutchinson, 

former DEA Administrator.  The report may be ac-

cessed at http://www.constitutionproject.org/pdf/

locationtrackingreport.pdf. 

 

HIGHER PACER FEES ANNOUNCED, 

BUT REPRIEVE FOR GOV’T AGENCIES 

 The cost of obtaining a document from the 

federal court’s online document system, Public Ac-

cess to Court Electronic Records (PACER), will in-

crease by two cents a page under a new policy 

adopted by the Judicial Conference of the United 

States.  However, the new fee of 10 cents per page 

will not take effect for at least six months.  Local, 

state and federal government agencies will get a 

three-year exemption from the increase.  Additional-

ly, users who incur less than $15 in charges in any 

quarterly cycle will not be charged a fee.  At the 

same time, the Judicial Conference announced a 

new policy that encourages federal courts to limit 

http://www.discus.org/pdf/discus_digital_communications_guidelines.pdf
http://www.discus.org/pdf/discus_digital_communications_guidelines.pdf
http://www.constitutionproject.org/pdf/locationtrackingreport.pdf
http://www.constitutionproject.org/pdf/locationtrackingreport.pdf
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sealing civil case files.  The policy states that cases 

should be sealed only when required by statute or 

rule, or when justified by a showing of extraordinary 

circumstances and an absence of feasible alterna-

tives. 

 

FCC NET NEUTRALITY RULES EFFEC-

TIVE IN NOVEMBER   

 The new Federal Communications Commis-

sion (FCC) net neutrality rules for U.S. broadband 

providers will go into effect on November 20.  In 

practical terms, the new provisions are composed of 

two rules and an exception.  The first rule mandates 

transparency in network management practices, 

stating that providers must disclose those practices, 

performance characteristics and terms and condi-

tions of their broadband services.  The second rule 

forbids the blocking of lawful Internet traffic and 

provides that providers may not block lawful con-

tent, applications, services or non-harmful devices.  

Providers also may not block lawful websites  or 

basic applications that may compete with their voice 

or video telephony services.  In other words, if an 

Internet service provider has a policy of prioritizing, 

or even blocking, traffic based on anything from a 

subscriber’s usage to the protocol used, it must 

make that information publicly available to custom-

ers.  The third provision states that fixed broadband 

providers may not unreasonably discriminate in 

transmitting lawful network traffic, although that 

term is not further defined.  The rules may be ac-

cessed at http://www.ofr .gov/OFRUpload/

OFRData/2011-24259_Pl.pdf. 

 

 And more broadband efforts from the FCC… 

 

FCC SEEKS TO WIDEN USE OF BROAD-

BAND  

 As part of an effort to encourage Americans 

to use high-speed Internet, the Federal Communica-

tions Commission has brought together a group of 

private companies to offer free computer training in 

disadvantaged communities.  Next year, Best Buy’s 

Geek Squad will work through service organizations 

such as Boys and Girls Clubs, 4-H and Goodwill in 

20 cities to offer training in basic computer literacy.  

Microsoft will also offer such training, as well as job 

search training, in schools and libraries in 15 states 

and in their stores nationwide.  Only 68 percent of 

Americans with access to high-speed broadband In-

ternet are using it, compared with places like South 

Korea where the rate is 90 percent.  More than 80 

percent of Fortune 500 companies require job appli-

cants to apply online.  Studies have shown that the 

major reasons people do not have broadband are: 

the cost of Internet services and computers, not 

knowing how to use a computer and not understand-

ing why the Internet is relevant. 

 

REPORT: IS MALWARE NEXT THREAT 

TO AUTOS? 

 Security company McAfee, working with em-

bedded software company Wind River and embed-

ded systems security company ESCRYPT, published 

a report highlighting potential security issues that 

may be on the horizon for car manufacturers and 

owners.  The report, “Caution: Malware Ahead,” 

builds on work done by university researchers on 

the vulnerabilities in automobile systems and con-

cludes that the increasing amount of digital technol-

ogy in vehicles will lead to security threats.  The re-

port states that the increasing feature set, intercon-

nectedness with other imbedded systems and cellu-

lar networking or Internet connectivity can introduce 

exploitable security flaws.  It notes that it could be 

possible in the future for cybercriminals to remotely 

unlock, start or disable cars via smartphones, track 

a driver’s location, steal data via Bluetooth or dis-

rupt navigation and communication systems.  The 

report may be accessed at http://www.mcafee.com/

u s / r e s o u r c e s / r e p o r t s / r p - c a u t i o n - m a l w a r e -

ahead.pdf. 

 

 

http://www.ofr.gov/OFRUpload/OFRData/2011-24259_Pl.pdf
http://www.ofr.gov/OFRUpload/OFRData/2011-24259_Pl.pdf
http://www.mcafee.com/us/resources/reports/rp-caution-malware-ahead.pdf
http://www.mcafee.com/us/resources/reports/rp-caution-malware-ahead.pdf
http://www.mcafee.com/us/resources/reports/rp-caution-malware-ahead.pdf
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FTC PROPOSES COPPA AMENDMENTS 

 The Federal Trade Commission (FTC) pro-

posed amendments to the Children’s Online Privacy 

Protection Act (COPPA) which affect: 1) the defini-

tion of personal information and what it means to 

“collect” it; 2) the requirements for parental notice; 

3) the forms of parental consent; 4) confidentiality, 

security and data retention requirements; and 5) 

safe harbor programs.  The changes significantly 

expand the definition of “personal information,” re-

flecting the consensus that evolving technologies 

have made it harder to distinguish between person-

al and non-personal information.  Specifically, the 

revised definition includes as separate categories: 

geolocation data, screen names and photographs 

and audio/visual files containing a child’s image or 

voice.  The amendments also extend the scope of 

identifiers to include all cookies, IP addresses and 

unique device identifiers, unless website operators 

can demonstrate that the identifiers are collected 

solely for the purpose of internal operations.  The 

definition of the online “collection” of personal infor-

mation is also broadened to include the passive 

tracking of children online, as well as the 

“prompting” and “encouraging” of children to dis-

close personal information.  The FTC also proposes 

to lower the threshold for an exemption, requiring 

an operator to take “reasonable measures” to de-

lete all or “virtually all,” instead of the current 100 

percent, of the information collected.  The proposed 

amendments may be accessed at http://ftc.gov/

opa/2011/09/coppa.shtm.  The FTC is also seeking 

public comments to be entered on or November 28 

at https://ftpublic.commentworks.com/ftc/2011/

copparulereview. 

           

 

 

       

 

 

         LEGISLATIVE NEWS  
 

STATE 

 

Search of Portable Electronic Devices 

 On October 9, California Governor Jerry 

Brown vetoed SB 914, a bill that would have re-

quired law enforcement to obtain a warrant in order 

to search a portable electronic device incident to a 

lawful custodial arrest.    

 

E-Filing   

 On September 23, New York Governor An-

drew Cuomo signed A8368-A into law, which extends 

e-filing to Surrogate’s Court and expands its use in 

New York City Civil Court.  The Legislation, now 

Chapter 543, also approves the experimental intro-

duction of e-filing in criminal and family courts.   

 

Optical Disks  

 On October 13, Governor Jerry Brown signed 

SB 500 into law, which would allow law enforcement 

to inspect commercial optical disk (CD and DVD) 

manufacturing facilities to ensure compliance with 

laws requiring identifying marks on each disk.  The 

legislation also prohibits the possession of optical 

disk manufacturing equipment that is not adapted 

to apply those marks and increases the fines for vio-

lations.    

 

FEDERAL 

 

Data Breaches 

 On September 22, the Senate Judiciary Com-

mittee approved S. 1151, a bill sponsored by Sena-

tor Patrick Leahy of Vermont, that would prohibit 

concealment of security breaches of sensitive per-

sonally identifiable information.  The bill would also 

require data brokers to disclose to an individual any 

records pertaining to that person and provide a 

means of amending such records; require business-

https://ftpublic.commentworks.com/ftc/2011/copparulereview
https://ftpublic.commentworks.com/ftc/2011/copparulereview
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es to notify any individual whose records have been 

accessed; and would authorize state attorneys gen-

eral to bring civil actions against business entities 

for violations of the legislation.    

 

 Also on September 22, the Senate Judiciary 

Committee approved S. 1408, a bill sponsored by 

Senator Dianne Feinstein (D-CA), that would require 

any business or federal agency that collects sensi-

tive personally identifiable information to notify to 

notify any citizen whose information has been ac-

cessed.  The bill would also require notifications un-

der specified circumstances to state attorneys gen-

eral and would authorize civil state attorneys gen-

eral to file civil actions to enforce the legislation.     

 

Human Trafficking 

 On October 13, the Senate Judiciary Commit-

tee approved S. 1301, a bill sponsored by Senator 

Patrick Leahy (D-VT) which increase the statute of 

limitations by 10 years to bring a civil suit for an in-

jury caused by forced sexual or labor-related viola-

tions while a minor.  The bill would also subject U.S. 

citizens and resident aliens living abroad to traffick-

ing laws, and would make the destruction or con-

cealment of immigration documents subject to a fi-

ne or imprisonment.    

 

 

Identity Theft  

 On October 14, Representative Kathy Castor 

(D-FL) introduced HR 3215, a bill which would im-

pose a fine and/or imprisonment on anyone who 

knowingly and willfully misappropriates another’s tax 

identification number.  It would also increase civil 

and criminal penalties for improper disclosure or 

use of taxpayer information by tax return preparers.  

The bill has been referred to the Ways and Means 

Committee.  

   

 

 

AVAILABLE FOR VIEWING 

FROM YOUR OWN OFFICES!! 
 

“HIDING TRACKS ON THE 

WEB” 

A High Tech Webinar 
 

November 30, 2011 

3 PM EST 

 

 We are pleased to announce the second 

in our series of High Tech Webinars, presented 

by the partnership between the National Associ-

ation of Attorneys General Research and Train-

ing Institute (NAGTRI) and the National Center 

for Justice and the Rule of Law (NCJRL) at the 

University of Mississippi School of Law.   

 “Hiding Tracks on the Web” will be pre-

sented on Wednesday, November 30, at 3 pm 

EST.  There were 135 people who signed up for 

our first Webinar, “Web Browsing 101,” and 

since the technology can only accommodate 

100 people, we urge you to enroll as soon as 

registration materials become available.  We 

also urge you to get together with your office 

colleagues to view the Webinar on one comput-

er. 

 

 Some of the topics that will be discussed 

during the “Hiding Tracks on the Web” session 

include: 

--“Private browsing” and how it provides us-

ers with a measure of privacy or anonymity; 

--How anonymizers and proxy servers enable 

user anonymity beyond a user’s computer and 

may be used to hide illegal activities; 

--How TLS (transport layer security) and SSL 
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(secure sockets layer) and passwords are used 

to protect information; 

--Ways users may give false information and 

gain a measure of anonymity; 

--How use of public networks can add a layer 

of confidentiality for users; 

--Ways in which email services can provide 

users with the means of encrypting messages 

and mailing messages anonymously; 

--The impact that encryption or other means 

of data concealment may have on the discovery 

or analysis of digital data; and 

--“Firewalls” and how they work to either en-

able or prevent certain network activities. 

 

 This is a “not to be missed” Webinar that 

you can view from the convenience of your own 

offices.  Registration materials will be available 

shortly; please do not delay to enroll.  For ques-

tions, please contact Hedda Litwin, Cyberspace 

Law Counsel, at (202) 326-6022 or hlit-

win@naag.org.           

 

 

 

 

 

 

 

  

 

 

        

 

 

 

 


